Security Alarm Summary

Time Period: Wednesday, July 29,2009 9:23:31 AM

Description:  This report provides a summary of alarms (Security IDS/IPS and Performance Intrusion) that exist
on the 802.11 network. The security summary shows if your network, company data, or company
resources are vulnerable to attack. An insecure network can usually be fixed by reconfiguring some
of the network equipment, by using additional software or hardware and always being in the
forefront of implementing the latest security standards to provide good security for sensitive data
such as employee salary data or company financial information.

A closely monitored and well tuned WLAN system can achieve a higher throughput than a poorly
managed one. AirMagnet ensures WLAN performance and efficiency by monitoring the WLAN
and alerting the wireless administrator on early warning signs for trouble. With the comprehensive
suite of security monitoring technologies, AirMagnet alerts the user on more than 120 different
threat conditions.

Top-10 Alarm Types

m Device unprotected by
TKIP

B AP broadcasting SSID

m Unauthorized AP by
ACL detected
Unauthorized client by
ACL detected
DoS: De-Auth
broadcast attack

Count

Total Alarms: 138

Alarm: Device unprotected by TKIP

Category: Security Severity: Urgent First Seen: 07/29/09 09:21:38
MAC: 00:0B:86:28:68:00 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:21:38

Live Capture

Powered by AirMagnet Wednesday, July 29, 2009 9:23:31AM




Alarm: Device unprotected by TKIP
Category: Security
MAC: 00:14:F1:AF:1B:90

AP: AP1130

Severity:

Channel:

3 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category: Security

MAC: 00:1F:1F:0B:8C:C4

Severity:

Channel:

1 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category:
MAC: 00:13:80:43:15:22
AP: QA VoFi 3

Security

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category: Security
MAC: 00:13:80:43:15:20

AP: QA _VoFi 3

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category: Security
MAC: 00:11:5C:4D:E8:F0

AP:  AP-12(BG)

Severity:

Channel:

4 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category:
MAC: 00:13:80:43:15:21
AP: QA VoFi 3

Security

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:38
07/29/09 09:21:38

Alarm: Device unprotected by TKIP
Category: Security

MAC: 00:11:50:05:97:1F

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:39
07/29/09 09:21:39

Alarm: Device unprotected by TKIP
Category: Security

MAC: 00:14:A5:31:F2:E4

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:39
07/29/09 09:21:39

Alarm: Device unprotected by TKIP
Category:
MAC: 00:12:17:FA:CA:80

Security

Live Capture

Powered by AirMagnet

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:21:39
07/29/09 09:21:39

9:23:31AM



Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:39
MAC: 06:06:C9:8C:CD:A9 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:21:39
Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:39
MAC: 00:11:5C:44:5E:B0 Channel: 7 (20,2.4GHz) Last Seen: 07/29/09 09:21:39
AP: AP-11(BG)

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:39
MAC: 00:11:5C:4D:E9:10 Channel: 7 (20,2.4GHz) Last Seen: 07/29/09 09:21:39
AP: AP-13(BG)

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:40
MAC: 00:17:DF:A7:EA:30 Channel: 8 (20/40,2.4GHz) Last Seen: 07/29/09 09:21:40
AP: BALBOA

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:40
MAC: 00:14:6A:07:3B:B1 Channel: 11 (20,2.4GHz) Last Seen: 07/29/09 09:21:40
AP: QA VoFi 4

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:40
MAC: 00:1A:70:40:B3:C4 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:21:40
Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:40
MAC: 00:14:6A:07:3B:B2 Channel: 11 (20,2.4GHz) Last Seen: 07/29/09 09:21:40
AP: QA VoFi 4

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:40
MAC: 00:14:A8:53:4C:61 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:21:40

AP: tech-1200-SH

Alarm: DoS: De-Auth broadcast attack

Category:
MAC: 00:14:A8:53:4C:61
AP: tech-1200-SH

Security

Live Capture

Powered by AirMagnet

Severity:

Channel:

Critical

9 (20,2.4GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:21:40
07/29/09 09:21:40

9:23:31AM



Alarm: Device unprotected by TKIP

9 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:40
07/29/09 09:21:40

9 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:40
07/29/09 09:21:40

Category: Security Severity:
MAC: 00:14:A8:53:4C:60 Channel:
AP: tech-1200-SH

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:0D:0B:4F:5E:00 Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:14:6A:07:3B:B0 Channel:

AP: QA VoFi 4

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:41
07/29/09 09:21:41

Alarm: Unauthorized client by ACL detected

Critical
10 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:41
07/29/09 09:21:41

36 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:43
07/29/09 09:21:43

40 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:44
07/29/09 09:21:44

40 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:44
07/29/09 09:21:44

44 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:45
07/29/09 09:21:45

Category: Security Severity:
MAC: 00:17:A4:22:D6:CB Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:15:F9:57:93:90 Channel:
AP: AP-13(BG)

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:15:F9:57:A0:20 Channel:
AP: AP-11(BG)

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:15:F9:57:9E:90 Channel:
AP: AP-14(BG)

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:15:F9:57:95:40 Channel:
AP: AP-12(BG)

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:17:DF:A6:5B:DC Channel:

AP: Cisco-1250

Live Capture

Powered by AirMagnet

56 (20/40,5GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:21:46
07/29/09 09:21:46

9:23:31AM



Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:13:80:43:15:2E Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA _VoFi 3

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:13:80:43:15:2D Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA VoFi 3

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:13:80:43:15:2F Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA VoFi 3

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:14:6A:07:3B:BE Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA VoFi 4

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:14:6A:07:3B:BD Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA VoFi 4

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:51
MAC: 00:14:6A:07:3B:BF Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:21:51
AP: QA VoFi 4

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:52
MAC: 00:11:5C:4D:E8:40 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:21:52
AP: AP-14(BG)

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:52
MAC: 00:0F:34:A7:78:12 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:21:52
AP: QA VoFi 2

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:21:52
MAC: 00:0F:34:A7:78:10 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:21:52

AP: QA VoFi 2

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: Device unprotected by TKIP

1 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:52
07/29/09 09:21:52

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:54
07/29/09 09:21:54

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:21:54
07/29/09 09:21:54

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:58
07/29/09 09:21:58

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:21:58
07/29/09 09:21:58

Category: Security Severity:
MAC: 00:0F:34:A7:78:11 Channel:
AP: QA _VoFi 2

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:06:C9:AA:ED:CF Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:06:C9:CE:29:C4 Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:24:C9:C7:91:8E Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:24:C9:A1:96:4E Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:06:C9:D9:0C:9F Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:08
07/29/09 09:22:08

Alarm: Unauthorized AP by ACL detected

Critical
9 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:10
07/29/09 09:22:10

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:10
07/29/09 09:22:10

Category: Security Severity:
MAC: 00:14:A8:53:4C:61 Channel:
AP: tech-1200-SH

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:13:80:43:11:54 Channel:
AP: QA-1200-7

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:24:C9:B0:0E:B1 Channel:

Live Capture

Powered by AirMagnet

36 (20/40,5GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:22:13
07/29/09 09:22:13

9:23:31AM



Alarm: Device unprotected by TKIP

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:13
07/29/09 09:22:13

Category: Security Severity:
MAC: 06:24:C9:45:50:DE Channel:
Alarm: Device unprotected by TKIP

Category: Security Severity:
MAC: 06:06:C9:CC:75:0B Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:23
07/29/09 09:22:23

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:13:80:43:15:20
AP: QA VoFi 3

Security Severity:

Channel:

Critical

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:23
07/29/09 09:22:23

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:13:80:43:15:21

AP: QA _VoFi 3

Severity:

Channel:

Critical
6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:23
07/29/09 09:22:23

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:13:80:43:15:23

AP: QA _VoFi 3

Severity:

Channel:

Critical

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:23
07/29/09 09:22:23

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:13:80:43:15:24
AP: QA VoFi 3

Security Severity:

Channel:

Critical

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:23
07/29/09 09:22:23

Alarm: Unauthorized AP by ACL detected

Category: Security Severity: Critical First Seen: 07/29/09 09:22:23
MAC: 00:13:80:43:15:22 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:23
AP: QA _VoFi 3

Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:22:28
MAC: 06:24:C9:B0:AE:4C Channel: 36 (20/40,5GHz) Last Seen: 07/29/09 09:22:28
Alarm: Device unprotected by TKIP

Category: Security Severity: First Seen: 07/29/09 09:22:28
MAC: 00:14:69:06:76:80 Channel: 36 (20,5GHz) Last Seen: 07/29/09 09:22:28

AP: tech-1200-SH

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: Device unprotected by TKIP
Category: Security

MAC: 06:24:C9:BB:28:A5

Severity:

Channel:

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:28
07/29/09 09:22:28

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:13:80:43:15:2F

AP: QA _VoFi 3

Severity:

Channel:

Critical

157 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:13:80:43:15:2B
AP: QA VoFi 3

Security Severity:

Channel:

Critical

157 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:13:80:43:15:2D

AP: QA _VoFi 3

Severity:

Channel:

Critical
157 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:13:80:43:15:2E

AP: QA _VoFi 3

Severity:

Channel:

Critical

157 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:14:6A:07:3B:BD
AP: QA VoFi 4

Security Severity:

Channel:

Critical

161 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:14:6A:07:3B:BE

AP: QA _VoFi 4

Severity:

Channel:

Critical
161 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:14:6A:07:3B:BC

AP: QA _VoFi 4

Severity:

Channel:

Critical

161 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:35
07/29/09 09:22:35

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:14:6A:07:3B:BF
AP: QA VoFi 4

Security Severity:

Live Capture

Powered by AirMagnet

Channel:

Critical

161 (20,5GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:22:35
07/29/09 09:22:35

9:23:31AM



Alarm: Unauthorized AP by ACL detected

Category: Security Severity: Critical First Seen: 07/29/09 09:22:35
MAC: 00:14:6A:07:3B:BB Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:22:35
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0F:34:A7:78:14 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 2

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:B0 Channel: 11 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0F:34:A7:78:13 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 2

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:11:5C:4D:E8:41 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: AP-14(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0F:34:A7:78:12 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 2

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:11:5C:4D:E8:40 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: AP-14(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:A0:21 Channel: 40 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-11(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0F:34:A7:78:11 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38

AP: QA VoFi 2

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:2F Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA _VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:95:41 Channel: 44 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-12(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:A0:20 Channel: 40 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-11(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0F:34:A7:78:10 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 2

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:2E Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:95:40 Channel: 44 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-12(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0D:0B:4F:5E:00 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:1A:70:40:B3:C4 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:2D Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:22:38

AP: QA VoFi 3

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:2C Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA _VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:24 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:2B Channel: 157 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:23 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA _VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:9E:91 Channel: 40 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-14(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:93:91 Channel: 36 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-13(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:A8:53:4C:63 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: tech-1200-SH

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:22 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:F1:AF:1B:90 Channel: 3 (20,2.4GHz) Last Seen: 07/29/09 09:22:38

AP: API1130

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:0B:86:28:68:00 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:9E:90 Channel: 40 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-14(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:15:F9:57:93:90 Channel: 36 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: AP-13(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:21 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA _VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:BF Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:A8:53:4C:61 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: tech-1200-SH

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:12:17:FA:CA:80 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:13:80:43:15:20 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 3

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:BE Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:22:38

AP: QA VoFi 4

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:A8:53:4C:60 Channel: 9 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: tech-1200-SH

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:1F:1F:0B:8C:C4 Channel: 1 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:BD Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:A5:31:F2:E4 Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:11:50:05:97:1F Channel: 6 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:11:5C:4D:E8:F1 Channel: 4 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: AP-12(BG)

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:BC Channel: 161 (20,5GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:14:6A:07:3B:B4 Channel: 11 (20,2.4GHz) Last Seen: 07/29/09 09:22:38
AP: QA VoFi 4

Alarm: AP broadcasting SSID

Category: Security Severity: First Seen: 07/29/09 09:22:38
MAC: 00:11:5C:4D:E8:F0 Channel: 4 (20,2.4GHz) Last Seen: 07/29/09 09:22:38

AP:  AP-12(BG)

Live Capture

Powered by AirMagnet

Wednesday, July 29, 2009

9:23:31AM



Alarm: AP broadcasting SSID
Category: Security
MAC: 00:14:6A:07:3B:BB

AP: QA _VoFi 4

Severity:

Channel:

161 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: AP broadcasting SSID
Category: Security
MAC: 00:14:6A:07:3B:B3

AP: QA _VoFi 4

Severity:

Channel:

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: AP broadcasting SSID
Category:
MAC: 00:14:6A:07:3B:B2
AP: QA VoFi 4

Security

Severity:

Channel:

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: AP broadcasting SSID
Category: Security
MAC: 00:11:5C:4D:E9:11

AP:  AP-13(BG)

Severity:

Channel:

7 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: AP broadcasting SSID
Category: Security
MAC: 00:14:6A:07:3B:B1

AP: QA _VoFi 4

Severity:

Channel:

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: AP broadcasting SSID
Category:
MAC: 00:11:5C:4D:E9:10
AP: AP-13(BG)

Security

Severity:

Channel:

7 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: Device unprotected by TKIP

Category: Security

MAC: 06:06:C9:4C:F3:E9

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: Device unprotected by TKIP

Category: Security

MAC: 06:06:C9:BD:FC:3A

Severity:

Channel:

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:38
07/29/09 09:22:38

Alarm: Unauthorized AP by ACL detected

Category:
MAC: 00:14:6A:07:3B:B2
AP: QA VoFi 4

Security

Live Capture

Powered by AirMagnet

Severity:

Channel:

Critical

11 (20,2.4GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:22:39
07/29/09 09:22:39

9:23:31AM



Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:14:6A:07:3B:B0

AP: QA _VoFi 4

Severity:

Channel:

Critical
11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:39
07/29/09 09:22:39

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:14:6A:07:3B:B1

AP: QA _VoFi 4

Severity:

Channel:

Critical

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:40
07/29/09 09:22:40

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:14:6A:07:3B:B3
AP: QA VoFi 4

Security Severity:

Channel:

Critical

11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:40
07/29/09 09:22:40

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:14:6A:07:3B:B4

AP: QA _VoFi 4

Severity:

Channel:

Critical
11 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:22:40
07/29/09 09:22:40

Alarm: Unauthorized client by ACL detected
Category: Security

MAC: 00:16:6F:31:0B:0A

Severity:

Channel:

Critical

40 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:43
07/29/09 09:22:43

Alarm: Unauthorized AP by ACL detected

Critical

157 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:50
07/29/09 09:22:50

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:22:57
07/29/09 09:22:57

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:07
07/29/09 09:23:07

Category: Security Severity:
MAC: 00:13:80:43:15:2C Channel:
AP: QA VoFi 3

Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:24:C9:B5:66:46 Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 06:06:C9:5F:F5:52 Channel:
Alarm: Device unprotected by TKIP
Category: Security Severity:
MAC: 00:0C:E6:82:BA:3A Channel:

Live Capture

Powered by AirMagnet

6 (20,2.4GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:23:07
07/29/09 09:23:07

9:23:31AM



Alarm: Device unprotected by TKIP

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:07
07/29/09 09:23:07

Category: Security Severity:
MAC: 06:06:C9:B0:AE:4C Channel:
Alarm: Device unprotected by TKIP

Category: Security Severity:
MAC: 00:0C:E6:9D:B2:08 Channel:

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:23:11
07/29/09 09:23:11

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 06:24:C9:BA:9E:11

Security Severity:

Channel:

Critical

36 (20/40,5GHz)

First Seen:

Last Seen:

07/29/09 09:23:11
07/29/09 09:23:11

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:15:F9:57:9E:91

AP:  AP-14(BG)

Severity:

Channel:

Critical
40 (20,5GHz)

First Seen:

Last Seen:

07/29/09 09:23:12
07/29/09 09:23:12

Alarm: Unauthorized AP by ACL detected
Category: Security
MAC: 00:11:5C:4D:E8:40

AP:  AP-14(BG)

Severity:

Channel:

Critical

1 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:20
07/29/09 09:23:20

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:0B:86:28:68:00

Security Severity:

Channel:

Critical

1 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:20
07/29/09 09:23:20

Alarm: Unauthorized AP by ACL detected
Category: Security

MAC: 00:1F:1F:0B:8C:C4

Severity:

Channel:

Critical
1 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:20
07/29/09 09:23:20

Alarm: Unauthorized AP by ACL detected
Category: Security

MAC: 00:11:50:05:97:1F

Severity:

Channel:

Critical

6 (20,2.4GHz)

First Seen:

Last Seen:

07/29/09 09:23:21
07/29/09 09:23:21

Alarm: Unauthorized AP by ACL detected
Category:
MAC: 00:0F:B5:57:0E:52

Security Severity:

Live Capture
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Channel:

Critical

10 (20,2.4GHz)

First Seen:

Last Seen:

Wednesday, July 29, 2009

07/29/09 09:23:23
07/29/09 09:23:23

9:23:31AM



)|

Alarm: Unauthorized AP by ACL detected
Category: Security Severity:
MAC: 00:15:F9:57:93:90 Channel:
AP: AP-13(BG)

Critical
36 (20,5GHz)

First Seen: 07/29/09 09:23:25
Last Seen: 07/29/09 09:23:25

Alarm: Unauthorized AP by ACL detected
Category: Security Severity:
MAC: 00:15:F9:57:93:91 Channel:
AP: AP-13(BG)

Live Capture

Powered by AirMagnet

Critical

36 (20,5GHz)

First Seen: 07/29/09 09:23:26
Last Seen: 07/29/09 09:23:26

Wednesday, July 29, 2009

9:23:31AM



